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Drone Communications @ML

« Communication infrastructure overview

« Communication ISSues
* Video streaming
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Drone Communications

* Drone2Ground communication:

« LTE solution (LTE user equipment

on-board + LTE base station on
ground).

« Communication Infrastructure
should be fully independent of any
public LTE operator.

s Drone2Drone Communication:
 WIiFi mesh solution.
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Drone Communications

VML

Obijective: to provide secured and resilient transparent IP access to
drones and ground station (using both LTE and Wifi).
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Drone Communications @ML

« Default IP gateway to the ground station and to other drones.
* Route traffic to/from wireless link interfaces (LTE & Wi-Fi).

« It is transparent to the users of the communication module. They
do not need to know which link is used.

« Quality of Service (QoS) . mark and Schedule IP flows depending
on applications
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Drone Communications VML
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Drone Communications @ML

Radio requirements:
« High bandwidth > 30 Mbps (in average over the full network)
e Support of several (e.g., n = 3 —5) UAVS.

« n Full HD cinematography video streams for shooting + n VGA
navigation video streams + telemetry + a lot of control and metadata
messages.

« Low latency for UAV control commands.
« High gquality video is expected for TV broadcasting.
* Robust, resilient to failure and encrypted communication.
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Drone Communications

« Ground Station (GS) communication module:

« GS equipment is an IP router coupled with LTE+ WiFi
modems.

It provides a transparent IP based interface between the
software modules available on the network.
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Drone Communications @ML

Security analysis on
communication.

Transmission threats:

* Jamming

* Passive threats
 Radio Sniffer Attack
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Drone Communications @ML

Communication threats:
e Password-Based Attacks
* Data Modification o

* |dentity Spoo

e Sniffer Attack
* fingMan-in-the-Middle
Attack

e Network Sniffer Attack.
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Drone Communications @ML

* Quality of service radio U %@

profiles.
« Jamming detection and

automatic best channel |
choice. « LTE standard encryption.

» Multiple access with
guaranteed bitrate.

* Physical authentication:SIM
cards and IMSI numbers.

« White and black lists.

* Network monitoring (access,
bitrate).
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Drone Communications
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Drone Communications
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Pixhawk official
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LTE/Wifi COM board Pixhawk telemetry.
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Multiple Drone Communications @ML

« Communication infrastructure overview

« Communication issues
* Video streaming
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Drone Video Streaming @ML

* Applications:
First Person View of drone’s Field Of View.
Real-time cinematographic video streaming of live events.
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Video Streaming specs @ML

« Navigation camera video: one stream per drone.
« Cinematographic camera video: 1080p@25 fps per drone.
* Video compression: H.264.
« Communication load: 7 Mbps.
« Latency: as small as possible.
« Manual drone operation mode.:
« WIFi digital transmission or
 RF analog video transmission.
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Video Streaming specs @ML

« Cinematographic camera:

« E.g., Blackmagic Micro Cinema Camera with a motorised
Panasonic x3 lens.

« Navigation camera, e.g.,:

« Fatshark 700TVL (PAL output for analog communication).
e Leopard CSI-2 MIPI camera (direct use of hardware acceleration).
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Video Streaming specs @ML

Manual drone operation mode
« WIiFI digital video transmission.
* RF analog video transmission.
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Analog video transmission C\ZML

RF communication addresses safety concerns:
* e.g., In case of LTE streaming failure.

« Backup solution: the navigation video stream will be sent to the
pilot via RF in manual mode.

Thus, an analog video transmission is required.

 RF can also handle the commands to control the gimbal and the
camera from a transmitter.

« The Pixhawk may receive at the same time commands coming
from the RF receiver and from the onboard computer, which
O”O ... receiyed it from the dashboard through the LTE.

gence
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Video Streaming specs

« Automatic drone operation mode:
« WiFi digital video transmission.
 LTE digital video transmission.
« Multiple drones (2 video streams each).

Artificial Intelligence &
Information Analysis Lab
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Drone Digital Video Streaming C\ZML
Problem 1: Network

« Good guality video is massive in terms of rate requirements:
« 1 second of 720p (1280 x 720 pixel) 8-bit video requires 65.92 Mbytes!
* Video compression must be used prior to streaming:
« H264 & H265 coding are great candidates...
... but they inevitably introduce delays (compression + decompression)
« Lossy compression can offer a trade-off between latency & quality.
« Wireless communications may fail (distance, obstacles, other wireless
networks etc).
* Which network protocol should be used?
« Real-time Transport Protocol (RTP) with User Datagram Protocol (UDP)
 TCP is also standardized for use with RTP, but favors reliability instead

of timeliness.
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Drone Digital Video Streaming
Problem 1: Network

Video compression takes place on-board
the drone embedded computer, e.g.,
NVIDIA Jetson TX2 module:

« Hardware accelerated image/video
compression.

« A 256-core Pascal @ 1300MHz GPU
with capability comparable to an
Intel. Xeon E5-2960 v4 CPU in Deep
Learning tasks.
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GStreamer C\ZML

* A development framework for creating applications.

Written In C.

Pipeline Based.

Uses and combines many different plugins.

Mainly targeting Linux systems.

« Used as backend in many applications.
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GStreamer

gstreamer tools

gst-inspect
gst-launch
gst-editor

o
fi W

gstreamer core framework

protocols | sources formats codecs
- file: - alsa - avi - mp3

- http: - w2 - mpd - mpeg4d

- rtsp: - tepfudp - 049 - vorbis

gstreamer plugins
gstreamer includes over 250 plugins
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media agnostic

base classes

message bus

media type negotiation
plugin system

data transport
synchronization

e

filters sinks
- converters | - alsa
- Mixers - ¥video
- effects - tepfudp

Gstreamer plugin architecture [GSP].
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Gstreamer Communication C\ZML

application
A
bus A messages
pipeline
events queries
Y Y
file-source ogg-demuxer vorbis-decoder audio-output
buffers

QHO - Application-Pipeline communication [APC].
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Drone Digital Video Streaming

Synchronization
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One drone - one ground station communication.
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Drone Digital Video Streaming
Synchronization

GS to drone traffic

Drone to GS traffic
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Drone Digital Video Streaming C\ZML
Synchronization

NTP timestamp (64 bits):

It indicates the wallclock time when this report was
sent so that it may be used in combination with
timestamps returned in reception reports from other :.........iccoivernniiieais

++++++++++++++++++++++++++++++++++

- - - IV 2|P| RC | PT=SR=200 | length | header
receivers to measure round-tri ropagation to e vy
| SSRC of sender |

th - | NTP timestamp, most significant word | sender

Ose recelve rS S T 1 S S S S S S ST S Y W S S AT MU S S S ST W S -+-+-+-+-+-+ info

- | NTP timestamp Least 51gn1f1cant word |
++++++++++++++++++++++++++++++++++++++++++++++
| RTP timestamp |

++++++++++++++++++++++++++++++++++++++++++++++++++++++

++++++++++++++++++++++++++++++++++++++++++++++++++++++++

How to synchronize all streams? e sovder™s SCKEU S

| SSRC_1 (SSRC of first source) | report

T T T Rk Sk et T -+-+-+ block
* RTP Control Protocol (RTCP) may be used In ‘@lmcosl om0
++++++ “-+-+-F+-+-+-+-+-+-+-+-F-F+-F+-F+-+-F+-+-+-+-+-F-F+-+-+-+-+-+
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- - LT B Ol S SR b TE T T TR T E TR L LR TE TR EE EE EE TE T TE bl h TE T EE EE T B TR bk e TR T TR St 3
conjunction with RTP | |
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| 1 st SR (LSR) |
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| delay since last SR (DLSR) |
| SSRC_2 (SSRC of secon d source ) | report
+++++++++++++++++++++++++++++++++ block
2
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Video and metadata C\ZML
Synchronisation

Synchronization must be based on existing standards:
 NTP (Network Time Protocol — RFC 1305)

* Provide common clock — absolute 64 bits timestamp - for all HW: UAVs
& BS

 Clock of the base station is collected via GPS.
« Use of client request (rather than server broadcast).
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Video and metadata C\ZML
Synchronisation

« RTP (Real-Time Transport Protocol — RFC 3550) over UDP for video
streaming.
« Each image is timestamped (with a 32-bit RTP timestamp)

« RTCP (Real-Time Control Protocol — RFC3550) is also used for on-
ground synchronization of video streams coming from different UAVSs:

* SR packet (Sender report) holds the correspondence between the RTP
timestamp and the absolute 64-bit timestamp (system hour).
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References C\ZML

|[GSP] https://gstreamer.freedesktop.org/documentation/application-
development/introduction/images/gstreamer-overview.png

[APC] https://gstreamer.freedesktop.org/documentation/application-
development/introduction/images/communication.png
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Thank you very much for your attention!

More material/lectures In

\ http://icarus.csd.auth.gr/cvml-web-lecture-series/ .
m\\ Contact: Prof. I. Pitas —
pitas@csd.auth.gr
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